Five Testing Best Practices...
...And How These Practices Can Help You

TIME TESTED.
TESTING IMPROVED.
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Top 5 Testing Best Practices

& A best practice is an approach to doing
something that generally gives good results

when applied appropriately and thoughtfully

& For testing, best practices include:
s Use analytical risk-based testing strategies
2 Define realistic objectives for testing, with metrics

s Institute continuous test process improvement
based on lessons learned from previous projects

B Have trained and certified test teams
= Distribute testing work intelligently

@ Let’s look at each, with some examples...
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Analytical Risk-Based Testing

@ Up-front analysis of quality risks
= Identify risk items
z Assess level of risk (e.g., likelihood and
impact)
@ Level of risk determines
z Extent of test coverage
B Order of test execution
=2 Order of test triage (if necessary)
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Example: Quality Risk Analysis
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Benefits of Rusk-Based Testing

& Is methodical and robust in the face of many
project challenges

& Tends to find bugs in priority order (i.e.,
“find the scary stuff first”)

® Provides a basis for risk-driven estimation
and planning

& Aligns stakeholder expectations on test
coverage

& Provides a reasonable way to respond to
changing project priorities and schedules
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Clear, Metrics-Based T esting Obyjectives

€ Typical “external” test objectives
s Find important defects
z Build confidence in the system for release
u Reduce quality risk to acceptable level
m Provide critical information during project

@ Other “internal” objectives support
these goals (more in a moment)

@ Organizations need a clear test policy
that establishes objectives and metrics
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Excample: Find Important Defects

Objective: Find important defects

Metric: Defect detection effectiveness (DDE)

DDE = test defects/ (test defects + customer defects)

DDE of 90% is good; 95% is very good

DDE for high-priority defects should exceed DDE for all defects

Defect Detection Effectiveness
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Provide Information

® Objective: Provide critical information during project

€ Metric: Stakeholder satisfaction with test results
reporting
® Survey stakeholders on the following:

I understand the test results reports

@ The test results reports are based on data tempered with the
proper amount of judgment and interpretation

The test results reports include the information I need to
guide the project to success
® Identify and resolve problems leading to stakeholder
dissatisfaction; e.g., improve the test dashboard to be
risk-based and balanced
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Test execution period

Region in green represents risks for which all tests were run and passed and
no must-fix bugs were found.

Region in red represents risks for which at least one tested has failed and at
least one must-fix bug is known.

Region in black represents other risks, which have no known must-fix bugs

but still have tests pending to run.
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Benefits of Clear Objectives

@ Provides a clear definition of success for
test process and team

® Gives guidance on areas of process
improvement required

€ Establishes uniform and realistic
expectations across test stakeholders
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Continnous Lest Process Improvement

& Set goals for improvement of external and
internal test objectives

& Put plans in place to achieve these
iImprovements

2 Standard TQM techniques like Pareto analysis,
five-whys, Ishikawa diagrams

g Identify non-test challenges to test process
improvement as well

® Measure progress towards goals and course-
correct

www.rbcs-us.com
Five Testing Best Practices Copyright (c) RBCS Page 11



g S =
Example: Bug Reject Rate

@ Use: Evaluates the quality of the bug
reporting process

& Data needed: Total number of bug reports
filed and the total number rejected

Bug Report Reject
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Benefits of Test Process Improvement

@ Increases effectiveness and efficiency of
test activities

® Aligns testing with organizational
priorities and with other project
processes

@ Improves both real and perceived value
of testing to the organization
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Trained and Certified Test 'Teams

@ Testing is a specialty skill area requiring
training
® Certification can establish the minimum

and expected skills needed for test
positions

€ Introduction of ISTQB certification
program is raising the standard for
tester skills uniformly around the world
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Excample: Certification and Efficiency

@ A client recently reported that one test team
trimmed their regression test set from 800 test
cases to 300 (with no increase in risk) by
applying concepts from our Test Engineering
Foundation course

©® They now require all their testers to be ISTQB
Foundation certified

& They have a career path for Advanced Test
Analysts and for Advanced Test Managers
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Benefits of Certification

& Certified tester has increased job skills, ability, and
confidence

® Manager of certified test team has more effective and
efficient test team

® Project team using certified testers has more efficient
testing, focused on important project goals

€ Organization using certified testers has greater
overall achievement of test objectives

@ Software industry benefits from removal of
incompetent/unskilled testers from practice of
testing

® Test profession benefits from improved standard of
testing for all
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Intelligently Distributed Testing

€ Understand lifecycle implications

@ Select appropriate test partner

@ Take testing beyond CMMi

@ Plan and execute test logistics

® Plan for and manage the risks

& Be there

@ Adapt to the cultures

€ Maintain focus during test execution
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Excample: 1est Maturity of CMMi

TING INFROVED .

Critical Testing Process | CMMIi | Critical Testing Process | CMMi
Testing (plan, prepare, 2345 | Testsystem design and 3
perform, perfect) implementation

Context-tailored testing 3 Test releases 23
Quality risk analysis 34 Test execution 3

Test estimation 234 Bug reporting 345
Test planning 23 Test results reporting 34
Test team staff, skills 35 Change management 2345

Italic numbers indicate CMMI level that introduce some elements of
that test process’ maturity. Bold numbers indicate CMMi level in

which you can assume proper handling of the test process.

Bottom line: CMMI can help companies establish a foundation for
quality, but does not guarantee thorough testing.
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Benefits of Distributed Testing

@ Use of lower-priced labor can reduce overall
test costs

& By collocating testing with development,
communication time is improved

& Can use testers with specialized skills or test
labs with specialized facilities or tools to run
particular tests

@ Localization tests (language and operational)
are easier to handle in many cases
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Now Whate

& Evaluate which of the five best practices you
are practicing, and ask how you can do better

& Evaluate which of the five best practices you
are not practicing, and ask how you can put
them into action

©® Consider an assessment of your test operation
to measure current capability, opportunities
to improve

© Set a long-term plan for yourself and your
team
® Follow through on the plan
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..Contact RBCS

For over a dozen years, RBCS has delivered services in consulting, outsourcing and
training for software and hardware testing. Employing the industry’s most
experienced and recognized consultants, RBCS conducts product testing, builds
and improves testing groups and hires testing staff for hundreds of clients
worldwide. Ranging from Fortune 20 companies to start-ups, RBCS clients save
time and money through improved product development, decreased tech support
calls, improved corporate reputation and more. To learn more about RBCS, visit
www.rbcs-us.com.

Address: RBCS, Inc.
31520 Beck Road
Bulverde, TX 78163-3911
USA

Phone: +1 (830) 438-4830

Fax: +1 (830) 438-4831

E-mail: info@rbcs-us.com

Web: www.rbcs-us.com
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